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Product Safety

We scrutinize our proprietary brand products through our corporate testing
program to make sure they uphold our product safety and quality standards.
We also conduct product testing through independent third-party
laboratories. Our Quality Assurance and Product Integrity department
works tirelessly to deliver a safe, quality product to our customers.

Additionally, we require all of our vendors to comply with our terms and
conditions, which include compliance with all local, state, and federal
laws and regulations on consumer product safety.







Cybersecurity & Privacy

Cybersecuri
& Privacy

Privacy

We understand that customers,
associates and business partners
entrust their personal information
with us, and we have a responsibility
to those individuals to respect

their privacy rights. Our Privacy
Policy provides transparency into
the information we collect, how

we use that information, and our
commitment to follow all applicable
laws governing that information.
Additionally, our privacy program
ensures individuals’ privacy rights
are fulfilled to the extent required
by law. Our cross-functional Privacy
Committee is responsible for
identifying and managing privacy
risks, with oversight from senior
leaders in Risk and Compliance,
Technology, Financial Services,
Marketing, Human Resources,

and Legal.

Read our Privacy Policy
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At Kohl’s, we believe consumer confidence
is critical to our brand. An important part
of that trust is how we treat the personal
information we collect.

Cybersecurity

We consider all confidential
information a critical asset and have

a robust cybersecurity program to
protect those details accordingly.

Our information cybersecurity
program is tied to industry
frameworks, requires training for all
associates, encompasses oversight of
our third-party partners, and includes
a comprehensive security incident response plan. The program
is visible throughout the organization, including updates to the
Board of Directors’ Audit Committee three quarters per year, with
an update to the full Board of Directors for the fourth quarter.
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Defenders of Data

Audits & Assessments

The Enterprise Risk Services (ERS) department reports to the

Chief Risk & Compliance Officer and serves as an independent audit
function for the company. This internal team conducts cybersecurity, privacy,
and environmental assessments and audits. The subject of these audits include, but are

not limited to, Sarbanes-Oxley (SOX), Payment Card Industry (PCl) compliance, access controls,
and other processes-supporting IT infrastructure and applications. The ERS department performs
audits across a variety of other compliance topics, including employment, financial, credit, and
environmental control areas, to validate compliance with regulations and internal policies.

Annual Training
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We require associates to complete annual ethics training, which is refreshed each year to cover
integrity-related topics. Within this training are specific cybersecurity training vignettes that
highlight key cybersecurity and privacy risks and reinforce associate accountability. The training
helps connect cybersecurity and privacy to an associate’s day-to-day job responsibilities and
promotes awareness of each associate’s role in Kohl's cybersecurity program.
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https://www.kohls.com/feature/privacy-policy.jsp
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Business Continuity, Crisis Management & Disaster Preparedness

Business Continuity,
Crisis Management &
Disaster Preparedness

We have a Business Continuity team dedicated to supporting the well-being of associates and customers in times of
natural disaster, pandemic, civil unrest, active threat, and other unplanned incidents. The Business Continuity team
plans for and performs exercises to seamlessly manage through a crisis and ensure our business operations are
restored in a timely manner. Business continuity plans address multiple types of incidents and are exercised through
centralized and location-specific simulations to ensure strategies are comprehensive and resilient. In addition to
identifying the recovery time objective of each business function, plans also include the critical systems and vendors
needed to support each business operation. Critical staffing timeframes, including identifying key recovery team
members, are also included in the business continuity plans.

Business Continuity Planning

Our Business Continuity team is led by our Chief Risk & Compliance Officer. To navigate through the incident
management life cycle, the team ensures preparedness, supports impacted locations, leads cross-functional incident
updates, and suggests actions to mitigate risk across the business. Business continuity plans are developed and
managed through industry-leading software to align the company’s critical business functions, technology needs, and
vendor relationships. To ensure plans stay current, each plan undergoes an annual review/update along with senior
leadership approval.
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Business Continuity Exercises

In addition to plan reviews, the Business Continuity team facilitates multiple business continuity exercises annually.
The exercises vary in scenario and rotate which location or business function is exercised. Key areas participating in
simulations include the Supply Chain and Logistics network, Credit servicing and select critical business functions.

See the Crisis Management section below for information on the annual Crisis Management team exercise. z i
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Business Continuity and Systems Resiliency

The Business Continuity team closely partners with the information technology disaster recovery technology team to
ensure the applications and infrastructure components are aligned with critical business functions. Disaster recovery
testing across internal, cloud and key vendor systems is performed annually to validate recovery requirements. All
system recovery capabilities are closely coordinated between the teams to ensure information technology capabilities
for business critical functions are available when needed.
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Business Continuity,
Crisis Management &
Disaster Preparedness

Active Threat

Each year, associates are required to complete active threat
training. This training provides strategies for personal safety
and response to an active threat in alignment with the U.S.
Department of Homeland Security guidelines. To support
active threats and other time-sensitive incidents, a robust
third-party emergency notification system is used to alert
associates across multiple contact channels on building
closures, provide operational updates, and check on their
safety and well-being. The Business Continuity team
proactively works with senior leadership to maintain
up-to-date contact information.

Crisis Management

Our Crisis Management team is made up of senior leadership
across all business areas and provides guidance throughout
crises. Annual preparation with the crisis management team
provides guidelines and best practices for major system

outages and natural disasters, including hurricanes, tornadoes,

wildfires, and earthquakes. Annually the Crisis Management

team participates in a half-day simulation designed to exercise
a company-wide risk scenario. Updates on crisis management

activities and business continuity preparedness are also
provided to the Board of Directors on a periodic basis.

KOHLS 2022 ESG REPORT 93

Disaster Preparedness

In addition to the annual training provided for Active Threat,
there is annual training for major natural disasters including
earthquakes and hurricanes. The training is facilitated by

the Business Continuity team and includes presentations

by partners. These trainings are an integral part of our
preparedness strategy as we educate associates on actions to
keep themselves and customers safe during an incident, share
how communications will occur during and after an incident,
and outline the support available to them and the local
communities should a significant disaster occur.



